Digital Forensics – Password Recovery

By TJ Adams

Passwords have been around about as long as mankind has had secrets. With the shift from a purely analog world into a digital one, passwords have become ubiquitous in everyday life. Where they were once used to keep military secrets and secretive organizations secure from outsiders, they are now used seemingly hundreds of times a day by the greater portion of the planet.

Passwords were once stored in people’s heads and sometimes written in books they possessed. With the limited connectedness of people, this worked just fine. As populations grew and began using computers, the connectivity increased and we needed some updated form of protecting our digital lives. Some of the best research estimates that each computer user now has an average of 25 accounts with an average of 6.5 passwords. This recycling of passwords is a large contributor to hacking and identity theft events.

Where we once used things as simple as the Caesar cipher to shift the letters used in a text, known as a substitution cipher, computers provided the processing power to break the encryption. Even in the earliest days of the computer, the speed at which a computer could guess a Caesar cipher far outpaced the human equivalent.

Born from the new necessity of the digital world, mathematicians worked to make a system that would allow a user to know a simple password that when stored in their head was in “plain text” or readable, while the password stored on the computer was so complex that someone snooping around couldn’t remember it, nor have any use in copying it. 

Having learned lessons from the code breaking of the World Wars, these mathematicians turned cryptographers knew that simply encoding the entire password would reveal too much. Let’s look at an example using dragon, the 8th most common password in 2012. In a one to one relationship, each letter has a specific corresponding value. If a character is added, the length increases proportionally. Knowing this makes the recovery of the password a relatively simple process.

	Plain text
	Encrypted text

	dragon
	647261676f6e

	Dragon
	447261676f6e

	dragons
	647261676f6e73

	Dragons
	447261676f6e73


Say that an attacker recovers the following encrypted values from a computer. In this case, an attacker knows that each letter has a specific value. The chance of having the center part of each encrypted password be unchanged with a more complex algorithm is astronomically high, so they proceed under the assumption that there is a direct correspondence for each character.





The attacker further notices that the encrypted text is either 12 or 14 characters long. Knowing that humans avoid entropy and hard passwords, along with noticing that the alterations across the four versions come two at a time, they conclude that each set of two characters maps to a specific value. Furthermore, people avoid using numbers and extra characters in passwords whenever possible and the number of words in the English language that have 12 characters and then can be extended by two letters, let alone have the first two letters substituted while maintaining the rest of the letters is quite likely none.

So now the decryption attack becomes one of finding the correct substitutions. This is no small task for a human, but computers can do it in short order, depending on the complexity, and display all the combinations. The complexity comes from what is called the key space which is the total number of possible combinations based on the rules. These rules are the password requirements designed to keep passwords strong and unbreakable. Examples are length of the password, the use of a number, and sometimes a special character. 

In our example we have alpha-numeric characters used in the encrypted text, but these don’t have to come from alpha-numeric plain text. The algorithm used in the encryption process can use any characters it wants, so assuming that the plain text must also have numbers is invalid. The attacker must make a judgment call on the speed verses comprehensive character set issue.

The table illustrates several variations of key space calculation for the singular dragon and Dragon. The basic formula for determining the key space is C to the L power, where C is the total number of characters possible and L is the length of the password. The Time to crack column is based on running through the whole list of options at a quite feasible, for a Zip file, ten million passwords a second. Other encryption methods take varying amounts of time, let alone factoring in the speed of the computer. It should be noted that this speed is only achievable with files on computers and not with web based passwords, nor WiFi passwords.

	Character set
	Math
	Key Space
	Time to crack

	Alpha – lowercase
	266
	308,915,776
	0:00:03

	Alpha-numeric – lowercase
	366
	2,176,782,336
	0:00:22

	Alpha – upper and lower case
	526
	19,770,609,664
	0:03:18

	Alpha-numeric – upper and lower case
	626
	56,800,235,584
	0:09:28








Now let us look at the variations of key space for the plural dragons and Dragons. It quickly becomes apparent why longer passwords are required by most services.

	Character set
	Math
	Key Space
	Time to crack

	Alpha – lowercase
	267
	8,031,810,176
	0:01:20

	Alpha-numeric – lowercase
	367
	78,364,164,096
	0:13:04

	Alpha – upper and lower case
	527
	1,028,071,702,528
	2:51:21

	Alpha-numeric – upper and lower case
	627
	3,521,614,606,208
	9:46:56








This method of calculating every possible answer, called brute forcing, is guaranteed but extremely cumbersome. While there are many ways to speed up the brute force trial and error system, a far more efficient method is called a dictionary attack. This uses a wordlist to generate the encrypted text and then compare the output to the known encrypted text. A dictionary of ten million words takes a little time to convert into encrypted text and then just a few seconds more to check. 

Preparations
Given the touchy nature of empowering students to learn how to crack passwords, the demonstration used in conjunction with this article is limited to recovering passwords for Zip files. This medium was selected because almost no one uses a password on .zip files. The concepts still transfer to other areas, but no one should get too offended at the benign nature of this demonstration or lab.

I found Atomic ZIP Password Recovery to be a good program for class use. As a demo program, it will only crack passwords of five characters or less. There are other programs that are far more capable, like the password cracking suite by Elcomsoft, but this program balances instruction with peace of mind.

After opening the program, you’ll see a splash screen. Click Next and move onto selecting the file location desired. There is a small popup with more info. Click OK and select the Manual mode for recovery. This will allow for better control and conversation. Select the desired options, using at least the upper and lower case alphabet. Click Next and things are off and running. If successful, the password will automatically be displayed when found.

The Story
Most systems will allow you to see the file names and file types without unlocking things. This can lead to a small discussion about what the students think they will uncover after finding the password. Once the file has been unlocked, you will be able to access more images that show the internals of drug tunnels and an Excel file that contains GPS locations and more details about the transport of drugs through the tunnels.

From here warrants would be issued to surveil the tunnels and locations and people involved in getting the product through the tunnels. Coupling this data with cell phone records is a powerful way to see who is where and to whom they talk.
 

The Next Chapter
The foundation laid in the articles in this issue open the doors for many more activities. Some include the burden of proof needed to obtain a warrant, how to look through cell phone records for links to a crime, and many more.

Extension
This article left out many interesting and important things. A quick scan of a Wikipedia article or two will illustrate how wide this topic is. For starters, you can have the students calculate the key space for many different length passwords. They can analyze the complexity of leaked passwords (http://www.skullsecurity.org/wiki/index.php/Passwords) or search Google to see who can make the longest list of companies with hacked passwords released in 2012. When looking at most common passwords or “dumped” passwords, you’ll want to preview them. There are plenty in the lists that are not appropriate for school. 

You can also bring more writing into the class by having them research things like the Lorenz cipher, the Enigma code, the pros and cons of PGP or the Silent Circle apps for phones. A more in-depth look at “hashing,” “salting,” and “rainbow tables” can further enlighten the students on best practices that can make the forensic work more complicated.

[bookmark: _GoBack]More excellent background can be found here: http://arstechnica.com/security/2012/08/passwords-under-assault .

Sidebar?
To make your own password protected zip files, install the free 7-Zip program (http://www.7-zip.org) and select the files you want to be zipped together. Right click on them and place the curser over the word 7-Zip. A new context menu will open up and you’ll select the Add to archive option. The new window that opens will have many options that you can test out, but the default settings work well with one change. Change the Encryption method to ZipCrypto and enter any password of up to five characters. Click OK and the file is created in short order. The Atomic ZIP Password Recovery program will not recover files protected with the AES-256 encryption.
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